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In the literature on hashing techniques, most authors

snend little time digscussing anv narticular hachine
spena e ume Qisgussing any pariicu:iar nasinin g

function, but make do with an allusion to Knuth [3] in
their haste to get to the interesting topics of table orga-
nization and collision resolution. The relatively rare
articles on hashing functions themselves [2] tend to
discuss algorithms that operate on values of predeter-
mined length or that make heavy use of operations
(multiplication, division, or shifts of long bit strings)
that are absent from the instruction sets of smaller
microprocessors.

This article proposes a hashing function specifically
tailored to variable-length text strings. This function
takeg ag input a \Mnrﬂ W consisting of some nnmhnr n nF

axes as inputr a CONSISIIgG O6 50II1e NUINDE

characters, Cq, Cs, .. ., C,, each character being repre-
sented by one byte, and returns an index in the range
0-255. An auxiliary table T of 256 randomish bytes is
used in the process. Here is the proposed algorithm:’

h[0] := 0 ;
for i in 1..n loop

h{i] := T[ h[i—-1] xor C[i] 1 ;
end loop ;

return h[n] ;

Notice that the processing of each additional charac-
ter of text requires only an exclusive-OR operation and
an indexed memory read. Also note that it is not neces-
sary to know the length of the string at the beginning of
the computation, a property useful when the end of the
text string is indicated by a special character rather

+h L i
than by a separately stored length variable.

Two desirable properties of this algorithm for hashing
variable-length strings derive from the technique of
cryptographic checksums or message authentication codes
[4], from which it is adapted. First, a good crypto-
graphic checksum ensures that small changes to the
data result in large and seemingly random changes to
the checksum. In the hashing adaptation, this results in
good separation of very similar strings. Second, on a
good cryptographic checksum the effect of changing
one part of the data must not be cancelled by an easily

*In a practical implementation, the subscripts on h are omitted. They are
shown here to clarify later discussion.

© 1990 ACM 0001-0782/90/0600-0677 $1.50

June 1990 Volume 33 Number 6

Using only a few simple and commonplace instructions, this algorithm
efficiently maps variable-length text strings onto small integers.

computed change to some other part. In hashing, this

ancnrac anod senaration of anaosrame. the downfall of
ShSuISs gOUU S8paliaulil Ul dlldpidlils, uit QUWalia:is UL

hashing strategies that begin with a length-reducing ex-
clusive-OR of substrings.

The auxiliary table T is obviously crucial to this algo-
rithm, yet I have found very few constraints on its
construction. Since the hashing function can only re-
turn values that appear in T, each index from 0 to 255
must appear in T exactly once. In other words, T must
be a permutation of the values (0 ... 255). Obviously, if
T[i] = i, the corresponding h is merely a longitudinal
exclusive-OR checksum, which is a bad hashing func-
tion because it does not separate anagrams. I have ex-

ppnmpnfnr‘ }“7 ﬁ]]\na T with rnnr‘]nm]v onnnrnipr‘] per-

mutations of[ . 255) and have found no outstandmg
good or bad arrangements. (An attempt to promote
greater dispersal among very similar short strings by
clever choice of T, however, turned out to be a very
bad idea.)

For the interested reader who does not want to gen-
erate his own random permutations, Table I presents
the permutation used in the tests described later in this
article.

SEPARATION PERFORMANCE

Tha nurnase of anv text haching function is to take text
i€ purpose Of any iexti nasning iuncuon 1s take text

strings—even very similar text strings—and map them
onto integers that are spread as uniformly as possible
over the intended range of output values. In the ab-
sence of prior knowledge about the strings being
hashed, a perfectly uniform output distribution cannot
be expected. The best result that one can expect to
achieve consistently is a seemingly random mapping of
input strings onto output values. To see how well h
does its job, one might ask the following questions.

o If h is applied to a string of random bytes, is each of
the 256 possible outcomes equally likely? The an-
swer, probably not surprisingly, is yes. From the algo-
rithm given earlier, it is clear that if the last input
character, C[n], is random—equaily likely to take any
value, and uncorrelated with any preceding charac-
ter—then all final values of h are equally likely.

o If two input strings differ by a single bit, will their
hash function values collide more often than by
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chance? The surprising answer here is that they will

nomor collide Twao strinece of the came lenoth that
never coulige. 1 wo sirings of tne same iengin tnat

differ in only one character cannot produce the same
function value. The proof begins with this succession
of observations:

h xor ¢ =h’ xor ¢ if and only if h = h".
h xor ¢ = h xor ¢’ 1fand0n1y1fc—c
= T[x'] if and only if x = x’
Ifc';éc T[hxorc]';ﬁT[hxorc ].
Ifh'#h’, T[hxorc]# T[h’' xorc].

If h[i] is the succession of values encountered during
the hashing of some string C and ]_'1'[11 that for string

.......................... L, 4N 100 SIINg

’, the fourth observatlon above guarantees that the
sequences h and h’ begin to differ at the point where
C and C’ first differ. The last observation guarantees
that they must continue to differ until a second pair

Ul uluuuug 1upu1 blldldblUlb lb UuqulllﬂlUu

® On a more practical level, if h is applied to a large
number of real English words, are the 256 possible
outcomes reasonably equally represented? Yes, h was
applied to a spelling-checker dictionary with 26,662
words (many differing from others in appended “-

or ar]"\ and the numher nF gcourrences n{" nanl‘\ nF
or anga uie numeoer o1 gegurrengces ¢ eacn C1

the 256 output values was tallied. (All dictionary en-
tries were in lowercase and appeared in alphabetical
order.) Naturally, the resulting 256 counts were not
all equal but they are not alarmingly uneven. The
lfdulllU[ldl (,Ill bquam gUUUneSS Ul lll test &Snb llUW
often a truly random function would be expected to
produce a distribution at least as uneven as this, and
the answer is, “About half the time” (x? = 255.64, 255
degrees of freedom, p = 0.477). To test for correlation
between the hash values of adjacent words, a second
test was run in which successive hash values were
exclugive-ORed, and the resulting 26,661 values were

tallied. The dlstrlbut.lon of the 256 resulting tallies
was notably uniform (x? = 212.47, 255 d.f., p = 0.976).

TABLE i.

COMPARISON WITH A SIMPLE ALTERNATIVE

A]ﬂ'\r\noh it seems to receive ]ﬂ'ﬂn attention in the liter-

ature, the following hashing algorithm is suspected of
being widely used due to its speed and ease of imple-
mentation on small processors. (This is a special case of
the addition option mentioned in [2, p.268]).

h[0] := 0 ;
for i in 1 n loop
hii] := (h{i — 1] + C[i]

mod table_size ;
end loop

return h[n]

Ac bhefare the subscrints on h would be omitted in anv
A8 BEICTe, INe SUDSCriPis On 1 WOUIG Be omitied 1n any

practical implementation. If table_size is a power of
two, the remainder can be extracted without a division
operation. Also, if the processor can accommodate inte-
gers larger than any plausible sum of characters, the
remainder can be taken just once, after all of the totals,
instead of after each step.

Addition being commutative, this function will not
separate anagrams, perhaps an inauspicious sign. The
distribution of values returned by this function for the
26,662 dictionary entries mentioned demonstrated a
significant deviation from uniformity (x* = 468.9, 255
d.f, p < 0.001).

On the other hand, in a test involving a smaller num-
ber of words, this additive hashing function performed
about as well as h. In this test, 128 words were ran-
domly selected from the 26,662-word dictionary, and
collisions were counted among the resulting hash val-
ues. Over ten such trials, the mean number of collisions
for the additive hashing function (28.2) was only
slightly higher than for h (26.8). So the nonuniform
distribution of the additive hashing function does not
necessarily confer a large performance penaity.

VARIANTS
The following variations and extensions of this hashing
scheme have been explored.

Pseudorandom Permutation of the integers 0 through 255

1 87 49 12 176 178 102 166
14 197 213 181 161 85 218 80
110 177 104 103 141 253 255 50
25 107 190 70 86 237 240 34
97 234 57 22 60 250 82 175
174 169 211 58 66 154 106 195

1232 88 148 75 1928 131 158 100

[ X274 fode] [t iS 140 100 [Rese] LRV

119 68 223 78 83 88 201 99
138 30 48 183 156 35 61 26

170 7 115 167 241 206 3 150
125 173 15 238 79 95 89 16
118 73 2 157 46 116 9 145
27 188 67 124 168 252 42 4
233 40 186 147 198 192 155 33
140 36 210 172 41 54 158 8

51 65 28 144 254 221 93 189

121 193 6 84 249 230 44 163
64 239 24 226 236 142 38 200
77 101 81 18 45 96 31 222
72 242 20 214 244 227 149 235

208 5 127 199 111 62 135 248
245 171 17 187 182 179 0 243
130 126 91 13 183 248 216 219
122 11 92 32 136 114 52 10

143 74 251 94 129 162 63 152
55 59 161 220 90 53 23 131
105 137 225 224 217 160 37 123
134 228 207 212 202 215 69 229
29 108 21 247 19 205 39 203
164 191 98 204 165 180 117 76

198 29 111 108 24 A7 146 400
100 A 74 LR [Rv3 e PV i 190 1eyv

194 139 112 43 71 109 184 209

This permutation gave a good hashing behavior.
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Smaller Character Range

If the range of the input characters can be limited, a
smaller auxiliary table T may be used, and the range of
h can be limited accordingly. For example, if the input
string can be limited to digits and uppercase letters,
then each character can be mapped into the range

[0, 63] as it is processed; T can be a table of 64 values
in the range [0, 63], and h will then return a value in
that range. For example, the 26,544 spelling-checker
entries consisting entirely of letters and digits were
hashed with a function that mapped the digits onto

[0, 9] and both uppercase and lowercase alphabets onto
[10, 35]. A 64-element T was built by eliminating all
entries exceeding 63 from the table presented earlier.
Distribution over the 64 output values was as even as
would be expected from a random function (x* = 59.17,
63 degrees of freedom, p = 0.614), while the exclusive-
ORs of successive values were insignificantly less uni-
form (x? = 81.69, 63 d.f., p = 0.057).

Larger Range of Hash Values

In some applications, a range of hash indices larger
than 256 is needed. Here is a simple way to get 16 bits
of hash index from the function h:

(1) Apply h to the string, calling the result H1.

(2) Add 1 (modulo 256) to the first character of the
string.

(3) Apply h to the modified string to get H2.

(4) Concatenate H1 and H2 to get a 16-bit index.

When this algorithm was applied to the 26,662-word
spelling-checker dictionary, 4,721 collisions occurred.
Since perfectly random hashing would produce, on the

TABLE IL.

Computing Practices

average, 4,757 collisions, we conclude that this 16-bit
extension of h performs essentially as well as random
hashing.

In a second test, the 65,536 possible 16-bit index val-
ues were grouped and tallied in 533 bins. (The number
of bins was chosen so that the average bin would catch
about 50 of the 26,662 tallies.) The resulting distribu-
tion of tallies was consistent with the hypothesis of a
uniform distribution (x* = 558.6, 532 d.f., p = 0.205).

Permuted Index Space

Some users of hashing functions who are concerned
with collision handling prefer to think of the hashing
function as producing a permutation of the index space,
thereby specifying not just a single hash index, but a
succession of hash indices to be tried in case of colli-
sions [6]. The function h is well suited to this sort of
application. By repeatedly incrementing the first char-
acter of the input string, modulo 256, one causes the
hash index returned by h to pass through all 256 possi-
ble index values in a very irregular manner. This is
derived from the assertion that strings of equal length
differing in only one character cannot produce the
same hashing function value.

Perfect Hashing

A hashing function is perfect, with respect to some list
of words, if it maps the words in the list onto distinct
values, that is, with no collisions. A perfect hashing
function is minimal if the integers onto which that par-
ticular list of words is mapped form a contiguous set,
that is, a set with no holes. (See, for example, [1], [5],
and [3, pp. 506-507].) Minimal perfect hashing func-

A Permutation Demonstrating Perfect Hashing

39 159 180 252 71 6 13 164
157 24 137 29 147 78 121 85
176 131 228 64 211 106 38 27

75 107 169 138 195 184 70 90

9 139 209 40 31 202 58 179
254 197 80 167 153 145 129 233

45 1 96 18 19 62 185 234
42 109 4 247 72 5 151 136
182 217 54 199 119 174 82 57
189 15 3 22 188 79 113 172

102 32 56 181 126 83 230 53
220 170 144 115 205 26 125 168
214 236 178 243 46 44 201 250

11 101 34 37 194 25 50 12
111 141 191 103 74 245 223 20
134 68 93 183 241 81 196 49

1 a 9 for

2 and 10 from
3 are 11 had
4 as 12 have
5 at 13 he

6 be 14 her
7 but 15 his

8 by 16 i

232 35 226 155 98 120 154 69

112 8 248 130 55 117 190 160
140 30 88 210 227 104 84 77
61 166 7 244 165 108 219 51

116 33 207 146 76 60 242 124
132 48 246 86 156 177 36 187
99 16 218 95 128 224 123 253
0 152 148 127 204 133 17 14
215 41 114 208 2086 110 239 23
28 2 222 21 251 225 237 106
158 52 59 213 118 100 67 142
249 66 175 97 255 92 229 91
135 186 150 221 163 216 162 43
87 198 173 240 193 171 143 231
161 235 122 63 89 149 73 238
192 65 212 94 203 10 200 47

17 in 25 the
18 is 26 this
19 it 27 to

20 not 28 was
21 of 29 which
22 on 30 with
23 or 31 you
24 that

With this table, a minimal, perfect hashing function is constructed that produces the values shown for 31 common English words.
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tions are useful in applications where a predetermined
set of high-frequency words is expected and the hash
value is to be used to index an array relating to those
words. If the hashing function is minimal, no elements
in the array are wasted (unused).

The table T at the heart of this new hashing function

can sometimes be modified to nroduce a minimal. per-
can someuimes oe MOGHICA 10 proGuce a minimaa, per

fect hashing function over a modest list of words. In

fact, one can usually choose the exact value of the

function for a particular word. For example, Knuth [3]

illustrates perfect hashing with an algorithm that maps

a list of 31 common English words onio unique integers

between -10 and 30. The table T presented in Table II

maps these same 31 words onto the integers from 1 to

31, in alphabetical order.

Although the procedure for constructing the table in
Table Il is too involved to be detailed here, the follow-
ing highlights will enable the interested reader to re-
peat the process.

(1) A table T was constructed by pseudorandom per-
mutation of the integers (0 ... 255).

(2) One by one, the desired values were assigned to the
words in the list. Each assignment was effect
exchanging two elements in the table.

(3) For each word, the first candidate considered for
exchange was T[h[n-1] xor C[n]}), the last table ele-
ment referenced in the computation of the hash
function for that word.

(4) A table element could not be exchanged if it was
referenced during the hashing of a previously as-
signed word or if it was referenced earlier in the
hashing of the same word.

(5) If the necessary exchange was forbidden by Rule 4,
attention was shifted to the previously referenced
table element, T{hln-2] xor C[n-11]).

This procedure is not always successful. For example,
using the ASCII character codes, if the word “a” hashes
1o 0 and the word “i” hashes to 15, it turns out that the

word “in’ ’ must ]nqc]'\ to 0. Inlhn] attemnts to man
woera 11 1Ust nasil i einpts 16 map

30) failed for
. 31) was

Knuth’s 31 words onto the integers (G . . .
exactly this reason. The shift to the range (1
an ad hoc tactic to circumvent this problem.
Does this tampering with T damage the statistical
behavior of the hashing function? Not seriously. When
the 26,662 dictionary entries are hashed into 256 bins,
the resulting distribution is still not significantly differ-
ent from uniform (x* = 266.03, 255 d.f., p = 0.30). Hash-
ing the 128 randomly selected dictionary words re-
sulted in an average of 27.5 collisions versus 26.8 with
the unmodified T. When this function is extended as
described above to produce 16-bit hash indices, the

same test produces a substantially greater number of
collisions (4,870 versus 4,721 with the unmodified T),
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although the distribution still is not significantly differ-
ent from uniform (¥* = 565.2, 532 d.f., p = 0.154).
CONCLUSION

The main advantages of the hashing function presented
here are:

(1) No restriction is placed on the length of the text
string.

) The length of the
known beforehand.

(3) Very little arithmetic is performed on each charac-

ter being hashed.

(4) Similar strings are not likely to collide.
) Minimal, perfect hashing functions can be built in

this form.

Lans}
e
~~

Its principal disadvantages are:

(1) Output value ranges that are not powers of 2 are
somewhat more complicated to provide.
(2) More auxiliary memory (the 256-byte table T) is

ramitited hy thiec haching fiimetion than hy manvy
Fequiret Oy uiils 1iadsniiig uncuon u o]

traditional functions.

This hashing function is expected to be particuiarly
useful in situations where good separation of similar
words is needed, very limited instruction sets are avail-
able, or perfect hashing is desired.
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